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The Federal Trade Commission has promulgated rules requiring physicians to implement
written policies to help pre-vent identity theft. Any physician’s office that extends,
renews or continues credit for a patient (i.e., any practice that bills patients for services
rendered) is subject to the Red Flag Rules. Even if you first bill an insurance carrier, if
you ultimately bill a patient for any portion of a bill, you are considered a creditor subject
to the Rules. The Rules take effect on November 1, 2009.
In order to comply with the Rules you must develop a program that allows you to:
1.
2.
3.
4.

Identify relevant Red Flags,
Detect Red Flags,
Prevent and mitigate identity theft and,
Update your program periodically.

Your program must spell out how your program will be administered, and must be
appropriate to the size and complexity of your practice. It must be approved by your
Board of Directors, or if your practice does not have a Board, by a senior employee. The
health care law firm of Kern Augustine Conroy & Schoppmann, P.C. has developed a
free template available on its website to assist you in developing your own program. It
can be found at www.drlaw.com.
What is a “Red Flag”?
A red flag is basically something that should alert your practice to suspicious activity that
may indicate identity theft. The FTC guidelines identify four categories of warning signs
that must be identified and addressed:
1.
2.
3.
4.

alerts, notifications, or warnings from a consumer reporting agency;
suspicious documents;
suspicious personally identifying information; and
suspicious activity relating to a covered account; or notices from
customers, victims of identity theft, law enforcement authorities, or other
entities about possible identity theft in connection with covered accounts.

How are “Red Flags” Detected?
Red Flags may be detected when you verify a patient’s identity, review medical records,
verify insurance forms, or receive alerts or information of suspicious activity from
outside agencies.
How do I Prevent and Mitigate Identity Theft:

You must develop a written program to include appropriate responses to Red Flags, in
order to prevent and mitigate identity theft. Among the actions you may take are
monitoring of accounts, contacting the payor, contacting law enforcement agencies,
changing account numbers to prevent misuse, or a combination. Preventative action may
be also required if there as been a breach or attempted breach of your data base.
How Often Must I Update My Program?
The Rules simply require that you update if “periodically”. However, your program
should specify that it will be updated when the methods of identity theft threats change or
new risks and trends develop.
How Often Must the Program be Administered?
Your program must describe how it will be administered. Including how you will get the
approval of your management, maintain the program, and keep it current. It must also
provide that the Board designated senior employee approve any material changes to the
program. The program should include appropriate staff training and a way to monitor
staff to assure that they are all following the program, assuring that the program remains
current and relevant as methods of identification theft change. Put another way, writing a
program and putting it on a shelf to collect dust is not an acceptable program.
What are the Penalties for Noncompliance?
A violation of the Red Flag Rule can subject your practice to significant civil monetary
penalties. These new Red Flag Rules place yet another burden on medical practices.
Many of which are already struggling to survive under increased regulatory pressure,
reduced reimbursement and increased costs. Hopefully this guide and the free template
available through Kern Augustine Conroy & Schoppmann, P.C. will assist physicians in
reducing this new burden.
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